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An Anti-overflow Digital Watermark Algorithm in Region of Interest

CHEN Qing', ZONG Si-qi*
(University of Shanghai for Science and Technology, Shanghai 200093, China)

ABSTRACT: The work aims to propose an anti-overflow watermark scheme based on region of interest (ROI), regarding
the problem of pixel overflow in watermark embedding in images with a mass of bordered pixels like drawing of engi-
neering design and medical images. The scheme used the improved region growing algorithm to segment irregularly
shaped ROI from the original image, then filled the region with pixels to get rectangular region of watermark embedding
(ROW). After applying lifting wavelet transform and Arnold transformation to ROW, the scheme partitioned and scanned
the region to embed the watermark which was in QR code into the host image with the means of parity mapping,
while bordered pixels were skipped. The edge of images with embedded watermark still remained integrated and the ap-
pearance of pixel overflow was greatly reduced. The PSNR of watermark embedded images were greater than 48 db,
which indicated that the invisibility of watermark was greater than general watermark embedding schemes and satisfied
the requirement of watermark invisibility of high-precision images; moreover, after the attacks, the extraction of water-
mark could still be achieved. The proposed scheme takes full account of the feature of images with large area background
and mass bordered pixels, and makes sure that the certified watermark is embedded into critical ROI of the image. The
scheme realizes the anti-overflow watermark embedding process on the basis of quality guarantee of the original image.

The extracted watermark from images under attack can still show authentication information. The proposed scheme has
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practical application value in packaging and printing and engineering.

KEY WORDS: digital watermark; pixel overflow; ROI; image segmentation; QR code

BEE BRI AR, BT R B et iR i e,
PG B S8 Bk | BIL % A R S P A o 52 391 T R
Br K EME N R B 7 R BT B, )2 ]
TG K73 B oK B i o 7 I
I JiE PR 3R A A T 458 A Tk 810 G K B i
A H A, i P mT sl 3t R 2 SRR R (L
A — ST R TR BT AR BT
BAFAE R FTE F RN AR R, HHER
NI ONE IV IR R VRSN S £ §7 3 UEE S
fE%E . AGRAFO, B 2 E AR
BRI M T A B , SRR LA R A
1 A PR 206 R % 2 R 5 D) 2 B S W) 2 P 2 7 RS
Wi, PRI 1 DN PR B A S, KB I i
HAH BRI S

H1 T GRS HR X 3 (ROT) A 7 P8 b B 2 1Y)
fRE, TR E AR B ER SR S 2T R
FLMTE R REAR A i iR ROT X, Rk, &-2R4T
XIAFEIEZAR ROL PR L MBE d g b o T K&
B AR AL 11 DX A K Ik DR 6 4 ] 5
[T T AN KL ROT 730 SO Y R Y
REREZOR w1, W WL B BT K BT A 1 th T 2B
B2 R R EMAEH T2 2R K& MLz T, K
2 D PR AN 7K ED PSR R A R S 5% FR A A K B X
JE LM NG, AT R KRR B A PRAE P A T bt o 752
Tt M2 K BT A TT S8, FETE BER K BRI I R Rk
EPEBI RS —EXT R FR o S35, i ATKENS )
ROI X7 42 BOK B Bl o 2 Hh 5 220 K B A
DXIHEAT 58 (2 A S92 B K B, 1 ROTJEARAHE
DNLKE 2 i A K ENFIK B 3 7 S PRIV o

N DR B AR TR AT, SCHeRE 4R H — T AN HLE
R ROT XK ENSE , B el ot i XA
Kk %5 5 X5 ROL, FER IS 0 (R R(HM )5
TEAR LI K B iR A DI 1235 368 7K B A XA T
Arnold ZEH, VAR AR 2 8] AOGHEDT, fRE
TR AR R R R 2] o0 A BE R X, PR 7K B
A XIEAT 232 738, DI TR REZ A
4 AF A PR A B B K B PSSR B R S SR R
B AR R AR Y, R A K ENE B,
2x2 THBGR RIS T A LSRR, s
REFEMIATE R LA AKETE H . KETR
N RS A 28 5 e 0N e L 4 OV (Y A P HE AT
H T 7R BRI HR R R R AT TR A . BT AR AL
U, PEARAS AL G 2 1 Z B0y, T AR R K E Y
BN, ORI QR fEAFE INIEK ENiR A 215 3
BB SEHEWZoK BN A A WAk, JF B A
by & PR AL B g

1

1.1 QR

QR ( Quick Response ) 53z i I FHLF R 55 .
MR f 45 5 . QR A A & B 28 ok . Hidla ot <r
ML 2R SR AEV RS, BT S AT ., QR A
B —AEEMR, S g R IX i —4E50TE
B 5 —{E /K EN %R, QR At U R 28 1A
AR B, [l H 2 FE BE ) 4 28 0d Mok Je AT AR RE AR
IHKENME R, A B TR m K e R S,

1.2

IR AE K AR EE R O Fh - o5, S AR
FAH Z A AR UM RS A U IR R i, BRZTE A
A X B R G i R ) R R
i PR E ok, FIEHR B R R L& E S,
IS H TR ROL X855 55 B &l ik . kb
BRUNE prik .

1) AT 5L a, FHIFAFEBAS O o

2) A REEONEN . o SRR RE a,
5 a) MU, R BE THPE o, IHA O, I¥ a,
AR R, AT

3) WA a, SBIBIR RN apn T a, FRIRREE, A1
R TUEE a0 HA O, 3K a AN Ry, AN
ST a0 WAL R, EGH, 5t O IR 1
MILE

4) HEL LR EEING] QO BEE .

MUL AP BREAT LR ), W 2 BE T R R R 2
PRAHEE R — A X R, HiZIgR
s, B R, R, BEMNEBEMES, B
BAFEAEARBE S R R R, BRIk 5B s
il o BRILZ A0 S w0 7 A6 A BT, 2508 it
Ay BRI BB, AT XX s ) i, SCiER[10]42
T — AR R T s BEHR SRR R D A3 IR Y B, 38
ik 3k Iy S DU JR i 2 — o FE B AR R AG L, F LR
PR K, Sad o B K BEAE B R RS 1S R 1
S BT G A5 B ORIE P Ak A BT k. % B 22
Wt 7 Y5 e 0 PR 0 A7 e 30 0 ol 20l 5 PR MG Y TR
BT B3R T X A K R 1 G 1 s T
%% . Harmeet Saini S¢8& T — Pl g BOHI i 2 (1) (€114
FEAR 5 5 P R AT 2243 R AR BGh 245 B ik, gk
AL h S )y 2R R UL, (H i TR 2 3 e
FR, R TR IEITEAE . Rk 4h, E S
ROI 8 24k BIE ) HE Bt BE A 18 B F- il 2% | ek /N Ige



Fa0k 3 R 45 — PR IX BBy Ui 1 45 K B - 225 -

PRI I RCR I 2 BB S PRE L, S R AR A

) {EAE > ROT 4% N il 5 55
2 ROI
ROI 43#77 Z BRI T ik .

1)uﬁl1££ﬁ%1¢%%ﬁﬁﬁ%ﬁ,ﬁ
Bl 2 1/5 I 198 B N AR 2 A6, A A 4 A USSR R
Tl 50K DA 4 ARG Pk, RUERD T RS 5
18 4 A1 BN RO RRAE R A

2) S E S B N K A o3 A BT R, B 0
TR 75 Ak s BN %R B v B IR (B N 5 5% 05

3) 1 4 MEMNEFAGBEME, iixt53
2w K A A TR) 915 2 05 0 A bR K B (L1 Sk Fil
F o,

4) BoE AR BE, THEJRF A T, Fae s B {E

, B AR R 24, ROL G TEA: Kt F b ik
%mﬂmﬁﬂmx*ﬁﬁﬁﬁﬁﬁﬁmﬁﬁ.ﬁ%
WG F K EEAER /N, 8K BE 7 B P e — A I,
M ROI QR IKFEE(ERK, [FIMEAEE— T IE(E, Kt
FIHRE To= (Tnax—Imin )» FEH Lax F i 539704
R E 7 E T ROT WA ATy SEls (e A K EE . 4
Jey BB R 0.03/max < T1<0.08fnax, FoH frnax NIFEl
KR o SEEHEL 77=0.05 maxo

5) WK AEN], Fs (xy) NFFES R,
R MiZA T 5 3x3 484, R (xy) NARE ORISR E
B, 15 R XIUG R IIE 1 VIS ERR AR L% &,

k=|VR|=\gi+g, . g =

=R(x,y+3)—R(x, ) o

- R a-

me,&=%- 4 e

fe< Ty Bl |u—s(x, )| < T, B4 3248 B0 A2 R KX
flr

T XA ETE A A B ROT XA S5 X
Sk, TR AR B RO X I ARE FH 42 Ao K A 7
Horp ROT #4538 5 45 S 1] ROT /MG E A E 1 A
TR R 0 135,

3

o3 KA KRR R A ROL JEARAHE
W], e A K ENFT B /o i ZEE 115 2 B 7T R O )7k
EIA X 38 o A ARIE K B A2 BEU Y, 3970 05 Y DX 3
KANA T BB E o R FEEBER TN T AR R A
AKERaERE ATt K ERES N R SF wxow B B
18, 5 i MERER wio BEITEWTFITAR,

1 AR 5 18 B 7 0 Al b, U R K SE 2518 N,
B ROI JFAE2s (AT 0 1R, WALKR/N N
NxN K ETHR A X R0 5 N<2w MHL N=2w, ic 3%

N1H.

2) X R, AT —UIEEAR T/ NI AR

3) XN AR S B IK BRI A X #5417 d X Arnold
g, oSk AR E T AAR IR d

4) B IX AR 232 NEENTFHIMRS, &5
iNFYAE EEER 1.

4
SOHSTL,= 2t 1 TARRH L. 2070

{0 R A i ﬁ%ﬁ:ﬁzﬁﬁﬁwrﬁﬁﬁﬁﬁ
LA, R AT 4 MERINEG R,
WO 1 AN 1,20 H. L #255 WG E K AN 1, IF
ICRBERBREENTS ko R, M4 w=1 WA L
SEAAEL, BRI BONARIEATERAE, 25 A 0
1T LRI R R (E

6 ) M —4E R K= (ky, koo k) ICSE A B4

MR RN EG R . KAV, T Hm R =
IR .

7)) XK EN B X3 T T-d IR Arnold A8 4, F
AT /NI AR e

8 ) AR Tl 1 s A R 1B A K B X 5 7 5 X
G Z AN, SRR AKEE B EZ

K EPHR AT, fF ROT FEA5E5 #2100 2 A9 PG AR 3
T RE 5 7K B XN T R EOK B RS . B A8 38
TRk

1) ¢ ROT 4 5 L A3, 745 ROT X I 7Y
S, MRPEICSE N ETE ROI XEUATE 0 14K,
W JFEAKED R ALK

2) XPIKER R A X 47—
1 d Y% Arnold 284k

3) W IXBEST 2x2 NEE S,

UARTH/INE AR e, P22

A T4

BEMEZA 1y, ARYEXT 56 R0 JFUK BN RS 1% £ {4
W,:{Qhﬁﬂ%ﬁ
RIS T

4) WIEEH K, 165 i D THARE L MEER
{EH 1,

5) XA JE S K ER iR A X 4T T—d ¥R Arnold 748
e, FEHEAT/ NSO

6 ) BB JEUE B K Bl A X 5 15 5 X3 i A4 2]
R E R EE I

4

PR AR LL Matlab2016 NI TR, ik
2 e LY H g LA EURIEA T SE 50 . 1024%1024 PR2#
CT H#iEE . 256x256 Tl =M Z ARG EA]
AR FE B R OLPE 1, T AR B R Y 5 X e 1% K
Fﬁ&/ HAFFE R 0 QKA. Al UK E (5K

o XTEMZHEAT ROI 43 BI85 B HERL 45 3L LA 2,



+ 226 - 3% T R 2019 4F 2 A

07 0.40
06l 035}
030
05}
025}
04} y
**i Ej 020}
03}
0.15F
0.2} 0.10
0.1r 0.05
0 I — L 0 L b A oad
Z100 0 100 200 300 2100 0 100 200 300
KEME KEMH
a CTEFEMEMEREH - b TR EG A E

Bl1 AP AR AR 5L G AR Z A 5

Fig.1 Images with large area background and bordered pixels
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Fig.2 Original images and ROI masks
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Fig.3 Process of watermark embedding in medical image
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Fig.4 Process of watermark embedding in industrial part
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Fig.5 Images with watermark
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Fig.6 Extracted watermark images under different attacks
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